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Mo lew pricrity unpatched CVEs

Tﬁb /\J%Hﬂﬁ/\fﬁﬁ/ﬁ ’ L/{Eﬁ_ifTﬁEjﬂsE/]HB EE,/R No risky policies found.

- BREFS  RESESCERERNEREREBHEET T
SERTS - ABENELEF RS EERTTREBY S—

322 Criticality

=

W

——
IED
Accessibility S
No alerts found
Mo policies found for asset

No relevant communications found for asset

1 Multiple Interfaces insights related to source and destination assets

Infection ——
Mo OT alerts performed by the asset
No policies found for asset.
Communicating with 1 important zones

1 Multiple Interfaces
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ALERT VIEW  Alert Time: Today, 01:17 1D #1938 @ Calculate Score H & Download Capture H &hssignTo H ) H BArchive ] a3

Conflguratlon Download
igus load: Configuration Download critical change operation was performed for the first time by 10.1.30.40 with user: ENG_AB\Administrator on 10.1.30.1 while related assets were managed remotely

normal ritcal codeIf the PLC

ALERT SCORE

Significant Indicators
“ U o
@*R "
Connected assets were previously accessed via Remote Connection ‘This OT operation was previously approved in the system, but never between these (Critical Change Operation.
zones/assets

Severity: Critical

ROOT CAUSE ANALYSIS
14/01/202101:17 ¢ X 2 [ ™ ASSET RESULTS (4)
the first time by 10.130.40
101301
Level 6
Configuration Download wiotz0210116
« thefirst time by 101.30.40 [=]
AR S e e T / o
V7 Level 3 3§
fon from 10.10.1.4 (external) o 10.1.0.243 using protacol RDP
Level 2 o]
Host Scan -
L) 7CP Host scan: Asset 10.10.1.4 sent packets todiferent IP destinations on the same port:3389
Level 1
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Class Type Vendor
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9 35 assets have 194 unpatched vulnerabilities - Full Match

9 Top 2 Risky Assets

9 1 asset has 150 unpatched vulnerabilities - Windows Full Match

1 asset has 503 vulnerabilities in its installed programs

12 assets have multiple network interfaces

4 assets are using SMBv1 Protacol only for negotiation

12 assets have 99 unpatched vulnerabilities - Vendor and Model Match
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< ALERT VIEW Alert Time 09/05/202’]‘23:58 D 938 @ Calculate Score l I & Download Capture l I & Assign To l l + Approve I l & Archive l B
& View New Configuration
Drain-Stage_1 CHANGED & View Old Configuration
@ Show Diff
Drain-Stage_2 NO CHANGE & View Configuration
!il}‘ Drain-off NO CHANGE & View Configuration
Flashing-Main NO CHANGE & View Configuration
Flashing-Off NO CHANGE & View Configuration
Flashing-Stage_1 NO CHANGE & View Configuration
10_Mapping-IO_MAP NO CHANGE & View Configuration
10_Mapping-MainRoutine NO CHANGE & View Configuration
Mixing-Data NO CHANGE & View Configuration
REMOTE ACCESS SESSIONS
RESULTS (1)
SESSIONID & SITENAME '} SERVERNAME 1 SRAUSER 1! PROTOCOL 1 STARTTIME M END TIME 1 STATE 1

Engineering Station -

09/05/2021 09/05/2021
badguy@evilco.com  rdp processed
10.1.0.243 23:57 23:57
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